USMA SIGSAC



SIGSAC -- Agenda

1. Admin (Haxathon + CSAW)
2. GetVMs up and running

3. Use aircrack WEP cracking tutorial to crack
WAP



SIGSAC

= Onthe Horizon

= Haxathon
* REGISTER HERE: http://haxathon.com

= CSAWCTF
= Buffer overflow lesson
= Lock picking


http://haxathon.com/

SIGSAC-IRC

= Use your IRC client of choice to connect to:

= irc.cyclonecobra.com channel #sigsac

= alternate: irc.freenode.net #usmasigsac h
= Benefits of IRC: you can ask for help and get
immediate response from more experienced

members.



SIGSAC —Virtual Machine

= Virtualbox installed, ubuntu (or backtrack)
.iso downloaded. |

= Might want to install guest additions to share files
with VM.



SIGSAC-WEP Cracking

= WEP is extremely easy to crack...anyone W|th
Google can do it.

= Breaking into secured Wifi networks W|thout
permission is illegal.



SIGSAC -WEP cracking

» http://www.aircrack-

ng.org/doku.php?id=simple wep-cracke: ==

("M blocked on DREN)

= Grab aircrack files from usmasigsac.com

= http://www.usmasigsac.com/files/Isn2/aircrack-

deb.zip

= Tutorial and .deb file are included
» Connect to sigsac WEP network


http://www.aircrack-ng.org/doku.php?id=simple_wep_crack
http://www.aircrack-ng.org/doku.php?id=simple_wep_crack
http://www.aircrack-ng.org/doku.php?id=simple_wep_crack
http://www.aircrack-ng.org/doku.php?id=simple_wep_crack

