USMA SIGSAC



SIGSAC

= Semester Plans:
= Capture the Flag (CTFs)
= Cyber Fast Track Talks
= Haxathon
= Lessons: Assembly, SQL, Lock picking, back.track

= Personal Projects (and IRC)



SIGSAC - "Safety Brief”

WITH GREAT POWER
COMES GREAT RESPONS/BILITY...

http://www.panicmanual.com/wp-content/uploads/2010/12/Panic-Manual-Spider-man-teaches.jpg



SIGSAC —"“Safety Brief”

1. Anything you learn here is not to be used
maliciously. '

2. 'No poking around in the USMA/DOD networks.

3. 'Use VMs (and do not NAT them)

. USMA's detection is better than you think. so
no breaking #2, even if you think you're clever.

5.--Being a part of SIGSAC is not an excuse to
break rules.



SIGSAC —Website

s http://usmasigsac.com/

= On the website you will [soon be able to] find:
= Schedule
= |RC

= Haxathon portal

= Resources

= Hidden Easter Eggs (added regularly)


http://usmasigsac.com/

SIGSAC -The computer

= What are the basic components?



SIGSAC -The computer

= What are the basic components?
= CPU
= Memory
= Secondary Storage



Computer Memory Higrarchy

by Dan Lash [.com]
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SIGSAC —The computer

Branch tatget
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SIGSAC —The computer

m M e m O ry $ Command Line arguments

+ Environment variables

UNINITIALIZED Initialized to
DATA Zero by exec

DATA Read from
program
file by exec

MEMORY ORGANIZATION PER PROCESS

http://www.cs.rit.edu/~hpb/Lectures/SIA/OS1/UsedGif/5_he
ap_and_stack.gif



SIGSAC —The computer
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3 of gray hat hacking. */

L

int an_integer = 5; // stored in data as initialized vlaue

char * str; // stored in bss as uninitialized

Fvoid functionl(int c) {

int 1 = e; // stored in the stack

str = (char*) malleoc * gsizeof (char)); // reserving 10 characters in the heap
; .

strncpy(str, "te

B 1} .'-.'- N
=", 4); // cop

- 1

vold main{) {

functionl (42) ;




SIGSAC -The computer

Register
Category

General registers

Segment registers

Register HName

AN, EBX, ECX EDX

Aol B, CX, DX

AH, BH, CH, DH, AL BL, CL. DL

CS.55, D6, E5.F5, G5

Offset registers

EBP (extended base pointer)

ESl {extended socurce index)

ED| (extended destination index)

ESP (extended stack pointer)

Special registers

Table 10-4

EFLAGS register; key flags to know

F=Interrupt

enable flag; SF=sign flag

EIP (extended instruction
pointer)

Categories of Registers

Purpose
Used to manipulate data
| &-bit wversions of the preceding entry

8-bit high- and low-order bytes of the
previous entry

| 6-bit, holds the first part of a
memory address; holds pointers to
code, stack, and extra data segments

Indicates an offset related to segment
registers

Points to the beginning of the local
envirenment for a function

Holds the data source offset in an
operation using a memeory block

Holds the destination data offset in an
operation using a memory block

Points to the top of the stack
Only used by the CPU

Used by the CPU to track results of
logic and the state of processor

Points to the addrass of the next
instruction to be executed

For next class:
getVMs’
working: =

Coming Soon:
Assembly

Image taken from
IT485LSN2
slides



SIGSAC —-Virtual Machines

= Benefits?
= Virtual Box

= Download linux .iso (we’ll use ubuntu for class
examples)

» Get it up and running



